Confiabits S.R.L.

Certificate of conformance

Open-source firmware validation for GPON ONU hardware

RTL960/7F HSGQ X400AXF

Issued 2026-09-11 . 14 case(s) passed, 2 failed
Firmware build r34834-57f1e4840d . Linux 6.18.31 . image 2af26cdf5a64

What is outstanding

- 2 case(s) FAILED and must be fixed or re-run: Test suite: no device details written into the tests; PPPOE survives a
long upload, small packets

Device

This unit is a GPON optical network unit built on RTL9607F and supplied by HSGQ as model X400AXF. It was
tested on a live GPON line against a real operator OLT, with its wired LAN, WiFi and internet paths all driven under
load. Both firmwares were measured on the same bench with the same instrument; where two runs could not

be compared like for like the table says so and gives no percentage.

Why OpenWrt on this device

OpenWrt is an actively maintained open-source firmware: it keeps receiving security fixes upstream, and its
settings are plain text, so a unit can be reproduced or restored exactly. This board has been measured on

this hardware and the results are on this page. What is not yet captured is a like-for-like SPEED comparison
against the vendor image, so nothing here claims the device is as fast as it shipped, or that its hardware acceleration
is in use.

WiFi radio availability at boot

Each sample is one warm reboot. A sample FAILS when the device comes back without one of its WiFi radios
-- that is, without a network it should be broadcasting. A boot where the device did not come back is
not counted as a sample: it says nothing about the radios.

Vendor firmware: not sampled -- this firmware was not run through the boot sampler.

OpenWrt: 0/1 sampled boots failed (0.0%, 95% interval 0-79%) (2 further boot(s) produced no sample:
boot-failed x2).

The two sides are reported SEPARATELY, not as a difference: only OpenWrt was sampled; the vendor
firmware has no usable sample, so there is nothing to compare against.

These are small samples of a boot-time intermittency, not lifetime failure rates. At this sample size

the 95% interval is wide, so read the count first and treat the percentage as secondary.

(this note continues in the run artifact)

Confiabits S.R.L. certifies that the device identified above completed the validation suite
with 2 failing case(s). The comparison against the vendor firmware on the same hardware follows. 1/7



Disclosures, continued

Cases with no result in this run, named with their reason

- Keeps the vendor's own hardware addresses, so it drops in without re-provisioning: needs a person at the device to
plug or unplug a cable
Notes on the figures, continued
WiFi -- a declared difference, against OpenWrt
On the 5 GHz band, channel 149, 80 MHz, 802.11ax, CCMP, 2 spatial streams, the vendor firmware carried
642.0 Mbit/s from a WiFi client out to the internet on SSID HS-6CAFCB-5G (98:c7:a4:6c:af:cc), where
OpenWrt carried 251.6 Mbit/s on SSID ONU-6CAFCB (98:c7:a4:6c:af:ce) -- 39% of the vendor figure. The
cause is the rate the radio link negotiated, not the forwarding path: OpenWrt carried 259.2 Mbit/s of
the 1080.6 Mbit/s its link had negotiated (24.0%), while the vendor firmware carried 661.7 of 1200.9
(55.1%). OpenWrt did so with the stronger signal of the two, -15 dBm against -23 dBm. This difference is
declared and published rather than treated as a failure, and it does not refuse this certificate.
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Vendor firmware vs OpenWrt

Functional coverage

Category Passed No result
Identity & provisioning
Security & management
WiFi

Wired LAN

WAN / routing
Hardware acceleration
Stability & recovery
Other verified behaviour 10
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No result = the case produced none: it did not apply on this rig or deployment (a band the radio lacks, a mode the
vendor never shipped), or this sitting did not reach it. Never a failure and never a zero: the run artifact records
each with its reason.

Key performance (packets/s)

Measurement Stock OpenWrt Difference
DHCP LAN->WAN 60B 560.3kpps* 444 .1kpps* n/a
DHCP WAN->LAN 60B 1.06Mpps* 281.8kpps* n/a
DHCP+VLAN LAN->WAN 60 B 554.9kpps* 418.0kpps* n/a
DHCP+VLAN WAN->LAN 60 B 900.1kpps* 284.6kpps* n/a
PPPoE CHAP LAN->WAN 60 B 344.2kpps* 95.6kpps* n/a
PPPoE CHAP WAN->LAN 60B 340.0kpps* 144 .8kpps* n/a
PPPoE CHAP+VLAN LAN->WAN 60 B 307.5kpps* 100.5kpps* n/a
PPPoE CHAP+VLAN WAN->LAN 60 B 345.7kpps* 194.6kpps* n/a
PPPoE PAP LAN->WAN 60 B 353.1kpps* 109.1kpps* n/a
PPPoE PAP WAN->LAN 60 B 362.9kpps* 78.5kpps* n/a
PPPoE PAP+VLAN LAN->WAN 60 B 22.8kpps* 108.1kpps* n/a
PPPoE PAP+VLAN WAN->LAN 60 B 368.8kpps* 167.0kpps* n/a
DHCP LAN->WAN 1400 B 87.8kpps* 87.8kpps* n/a
DHCP WAN->LAN 1400 B 87.8kpps* 59.0kpps* n/a
DHCP+VLAN LAN->WAN 1400 B 87.8kpps* 87.7kpps* n/a
DHCP+VLAN WAN->LAN 1400 B 87.8kpps* 58.7kpps* n/a
PPPoE CHAP LAN->WAN 1400 B 87.7kpps* 34.1kpps* n/a
PPPoE CHAP WAN->LAN 1400 B 86.5kpps* 7.0kpps* n/a
PPPoE CHAP+VLAN LAN->WAN 1400 B 87.5kpps* 66.4kpps* n/a
PPPoE CHAP+VLAN WAN->LAN 1400 B 84.6kpps* 47.7kpps* n/a
PPPoOE PAP LAN->WAN 1400 B 87.8kpps* 38.5kpps* n/a
PPPoE PAP WAN->LAN 1400 B 86.2kpps* 11.0kpps* n/a
PPPoE PAP+VLAN LAN->WAN 1400 B 19.6kpps* 49.8kpps* n/a
PPPoE PAP+VLAN WAN->LAN 1400 B 86.5kpps* 39.0kpps* n/a
WiFi 2.4 GHz DHCP LAN->WAN 1400 B - - not captured
WiFi 2.4 GHz DHCP WAN->LAN 1400 B 36.7kpps - not captured
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Key performance (packets/s) (cont.)

Measurement Stock OpenWrt Difference

WiFi 5 GHz DHCP LAN->WAN 1400 B [stock] 59.1kpps stock only: not comparable
stock measured at 5g/ch149/80MHz/HE/CCMP -- the two halves were measured under different measurement rules

WiFi 5 GHz DHCP LAN->WAN 1400 B [OpenWrt] 23.1kpps* OpenWrt only: not comparable
OpenWrt measured at 5g/ch149/80MHz/HE/CCMP -- the two halves were measured under different measurement rules

WiFi 5 GHz DHCP WAN->LAN 1400 B - 30.9kpps* no stock baseline

Each figure is what the bench delivered. Where the two runs are not measured the same way no percentage is given,
because it would be invented.

1 measurement(s) appear as TWO rows, one per firmware with only its own column filled: the two were taken with a different band or
CIPHER (TKIP forbids the frame aggregation CCMP allows, so it caps the link by design), or one half never recorded its operating
point, or a negotiated rate could not be checked against that point or contradicts it, or the test client's own bus or its kernel/driver
environment differs between the two captures, or a module parameter could not be read, or the two were measured under different
rule-sets. Each figure is published on its own and no difference is claimed. A difference in channel, width or standard does NOT split
a row: each firmware is measured at the default it ships. Bold marks a difference larger than 10% against the vendor firmware. A
figure tagged * was captured earlier than the rest; which capture it came from is recorded in the run artifact.
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Measured side by side, this device

Packet rate, 60 B frames
Stock | OpenWrt

DHCP LAN->WAN

DHCP WAN->LAN

DHCP+VLAN LAN->WAN

DHCP+VLAN WAN->LAN

PPPoE CHAP LAN->WAN

PPPoE CHAP WAN->LAN

PPPoE CHAP+VLAN LAN->WAN

PPPoE CHAP+VLAN WAN->LAN

PPPoE PAP LAN->WAN

PPPoOE PAP WAN->LAN

PPPoE PAP+VLAN LAN->WAN

PPPoE PAP+VLAN WAN->LAN

°||1|‘||1‘

667k
packets/s - longer is faster

Bandwidth, 1400 B frames

Stock [ | OpenWrt
DHCP LAN->WAN

1.3M 2.0M

DHCP WAN->LAN

DHCP+VLAN LAN->WAN

DHCP+VLAN WAN->LAN

PPPoE CHAP LAN->WAN

PPPoE CHAP WAN->LAN
PPPoE CHAP+VLAN LAN->WAN

PPPoE CHAP+VLAN WAN->LAN

PPPoE PAP LAN->WAN

PPPoE PAP WAN->LAN
PPPoE PAP+VLAN LAN->WAN

PPPoE PAP+VLAN WAN->LAN

Mbps - longer is faster

667 1k

Both firmwares on the same bench, the same instrument and the same operating point. On the rate charts - the ones whose
axis reads 'longer is faster' - a bar is drawn where both halves were measured, and that axis starts at zero, so a bar twice as
long is twice the rate. Every figure the run measured, with the qualifiers it was measured under, is in the dated record this page

is drawn from.

Two frame sizes are published. At 1400 B the gigabit cable itself runs out first - 1424 B of wire time per frame caps any device
on the link at about 87.8 thousand frames per second - so the packet count there measures the WIRE, and those points are
shown as bandwidth. At 60 B the link is far from full and the device is the limit, so those stay in packets per second.
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WiFi throughput, by band

WiFi, 5 GHz
Stock | OpenWrt

WiFi 5 GHz DHCP LAN->WAN 1400 B _

0 333 667 1k
Mbps - longer is faster

The two radio bands are charted separately and never averaged: merged into one axis, a band that is BROKEN and a band
that is merely slower look identical. Each bar is one direction at the declared operating point, and a bar is drawn only where
both firmwares were measured on THAT band.

WiFi 2.4 GHz, the stock firmware - WiFi 2.4 GHz DHCP WAN->LAN 1400 B: 411 Mbps

No bar is drawn for WiFi 2.4 GHz: only one firmware has a figure on that band, so the two are published each on its own and
no difference is claimed between them.
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Radio transmit power, by band

Transmit power, 2.4 GHz

SheTatocatcd . im
98:c7:a4:6¢:af:cd 20.0 dBm (limit 20)

0 6.7 13.3 20
dBm - transmit power at the operating point

Transmit power, 5 GHz

Stock HS-6CAFCB-5G

98:c7:a4:6c:af:cc 12.0 dBm (limit 30)

i A imi
98:c7:a4:6c:af:ce 30.0 dBm (limit 30)
0 10 20 30

dBm - transmit power at the operating point

Each bar is one radio of one firmware: the label names the firmware and the SSID it broadcasts, and the address is its BSSID.
The figure is the power the radio itself reports at the operating point it is on; the limit shown beside it is the one the regulator
permits at that exact frequency and width for the configured country, read from the official regulatory database and recorded
with the measurement.

The scale runs from zero to the limit the regulator permits on that band, so a bar shows how much of what is allowed is in use.
dBm is a logarithmic unit: a bar half as long is a tenth of the power, not half of it, so the figure printed beside each bar is the
measurement and the length is only its position against that limit.

2.4 GHz: Stock was not captured on this device, so no difference between the two firmwares is claimed on that band.
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